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TREEICLDIUA—FV MR

1. A1) TAEE (PR— MR 3 RFER—D (IPA)
https://www.ipa.go.jp/security/anshin/measures/fakealert.html

2. A¥—hF I3 OB EF )T EEN SEFRGRET TIOA VA= IABRETIFOICHOHTER ! (IPA)
https://www.ipa.go.jp/security/anshin/attention/2022/mgdayori20221025.html

3. KB%E.. . BUHDOPCICEZNEEHE RTSNEBSICEEL. AEDBIZERNEIN44005M%KS M H o= CFEHE)
https://www.saitama-np.co.jp/articles/23485

4. BAD/RYIAVEERIBE. RPNV EUTHSREFLELRS F-AHF O, EETHEARC (MEHENEXT)
https://www.kobe-np.co.jp/news/sougou/202302/0016081001.shtml

5. EREF1) T+ RDHKRE O DHEHKIKR[2023F F4mM+E (108 ~128) 1 (IPA)
https://www.ipa.go.jp/security/anshin/reports/2023q4outline.html

6. BHREF2TARDEMEDOOHEBIKIR[2022F L4 (108 ~12R) 1 (IPA)
https://www.ipa.go.jp/security/anshin/reports/2022g4outline.html

7. BREF )T ROEBEOABLA—FIPA)
https://www.ipa.go.jp/security/anshin/reports/index.html

8. YR—IERTRRINDAD X 1) T+ ZEEEDEALA (IPA)
https://www.ipa.go.jp/security/anshin/doe3um0000005cag-att/20231115173500.pdf

9. FEMEFL)TARDMEKER (IPA)
https://www.ipa.go.jp/security/anshin/index.html

10. RIVEKBOLEYI I SO OBMBENSTE Y AMIFETIFOITERIPA)
https://www.ipa.go.jp/security/anshin/attention/2021/mgdayori20210309.html
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https://haveibeenpwned.com/
https://piyolog.hatenadiary.jp/entry/2023/05/12/002134
https://www.itmedia.co.jp/news/articles/2309/14/news152.html
https://www.smbcnikko.co.jp/news/customer/2023/n_20230904_01.html
https://www.security-next.com/149297
https://www.ipa.go.jp/security/anshin/measures/account_security.html
https://www.meti.go.jp/shingikai/mono_info_service/credit_card_payment/pdf/001_04_02.pdf
https://nico-online.com/news/54
https://www.city.shibushi.lg.jp/soshiki/5/22233.html
https://www.j-credit.or.jp/download/news20231228_a1.pdf
https://www.ipa.go.jp/security/todokede/crack-virus/ug65p9000000nnpa-att/2023-h1-jirei.pdf
https://cybersecurity-jp.com/column/77900
https://www.sankei.com/article/20230412-XQE4VBCLEFMZTGDR4YSJUDUWVY/
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TRy EOHEE-FIGE-T
1THARBEADELERBEHTRELEICAREHIR SO -FHhE (FBAFE DIGITAL)
https://www.asahi.com/articles/ASR5C54TZR5CUTNBOOD.html
2 HEESMETRERMAEL SNSITALE. R (BARBHE
https://kumanichi.com/articles/1206209
3 BEICLIE-FHEHEOABELE BATLUEAEEREUMNIT(NHK NEWS WEB)
https://www3.nhk.or.jp/news/html/20231104/k10014247171000.html

2109 T2 L BB ANIERFE DR

1. URLYIADT I RITEE (IPA)
https://www.ipa.go.jp/security/anshin/attention/2021/mgdayori20210831.html

2. YAFTHR=AIWENDT19>YT (2023/12/06)(T4v Tt KBES)
https://www.antiphishing.jp/news/alert/mynaportal_20231206.html

3. RAFTR—ZIEER S FFRA— LR PR Y A (Dry VT EEIR) IS B3 BHUE (T U2ILT)
https://www.digital.go.jp/news/4750a8f5-1061-4ae6-903b-cfb327a50465

4.2023%48248 T49 T (2&BEDEALNBAIVEI—RIMNUFX LT (2HE FEXLHEEDREITOVT(ERT)
https://www.npa.go.jp/bureau/cyber/pdf/20230424 _press3.pdf

5.2023%8A88 T4y YV IkBEDEHALNBALEI—FIYNNIXIT(ZFHE FEEEHEEDORHEITDOLNT(ERET)
https://www.npa.go.jp/bureau/cyber/pdf/20230808_press.pdf

6.2023%12A268 J1vi T IC&BEDEHBNDLUE—FIMNUF T (2HRDS TEZEHEEORBITOVT(ERT)
https://www.npa.go.jp/bureau/cyber/pdf/20231225_press.pdf

7. KFTC, QRaA—FZ#RAW=I 1y 0 F IRBIZDOWTEEMEE (CNET Japan)
https://japan.cnet.com/article/35212658/

8. HAN—EREFA=STT17 (J-CSIP) BT [2023478 ~9A](IPA)
https://www.ipa.go.jp/security/j-csip/ug65p9000000nkvm-att/fy23-q2-report.pdf

TREFIVIZEBRAR—FIAVFIAE~DHEE]

1. EREEEICMR CEEEEEEN DB a— Ay E—UH—EX(SMS) A (IPA)
https://www.ipa.go.jp/security/anshin/attention/2021/mgdayori20211222.html

2. AndroidE] ITAIESE D R IE7 TR 7 71T Fake Finder im0 RAL- BT TVUICET 2EEBREDHMSE

~2023F10R BT BT ETTVKRELR—b~ (SBIrk—IL T4 T RtEkRK & 4t)

https://www.sbigroup.co.jp/news/2023/1206_14275.html

3. App Store ISNDEME T T VIZL B IR =3 HEERER (IPA)
https://www.ipa.go.jp/security/anshin/attention/2019/mgdayori20191224.html

4. Google Play® 7 F)IZ<)Lox7 20235 (F6fEELL LA 5> O0—REh 3 (kaspersky daily)
https://blog.kaspersky.co.jp/malware-in-google-play-2023/35124/

5. EEREFFELTESFIFEBRIMIDMSMSITERLELLS (RHTH)
https://www.city.annaka.lg.jp/page/1591.html

TA—)LA> SMS F&E - FB-FFROFAICKDEHEK]
1. ERBREEESFEBRBL, RBEE TEHEERTHREA—ILITERE(IPA)
https://www.ipa.go.jp/security/anshin/attention/2018/mgdayori20181010.html
2. App Store INADEET TV Ik DI RM—2a  HEEFER(PA)
https://www.ipa.go.jp/security/anshin/attention/2019/mgdayori20191224.html
3. ERREEVINT TN EBRASINSGFOICKEDITT! (IPA)
https://www.ipa.go.jp/security/anshin/attention/2023/mgdayori20230411.html
4. [2023/5/25 6:50]IFSFE R ZEFEHA— )L (MHEBA—IL) [CET 5 FERE (B XFEA BREEREEREB Y-
https://www.cc.uec.ac.jp/blogs/news/2023/05/20230525scammail.html
5. {539 CAATRBIA—IILTHREE EEMNTEFUHA M (NHK NEWS WEB)
https://www3.nhk.or.jp/news/html/20231110/k10014254201000.html
6. “¥91{85000 5 M D FFE2023FE LB EN R =K EEE SNSTHYEST-HANINERFE20%ZEEA 5 IO X HESEEDREEITE
FEhb(LiEE=1—XUHB)
https://nordot.app/11069217038855380617c=900039697665425408

TOUD)IIEREDTLERICELEHEE

1. PEILMFAAEE. TEHHIERSINI10005ALELERONS B FEHOBEIHFHKRIEREE (goo=1—X)
https://news.goo.ne.jp/article/tvsdt/region/tvsdt-2023122202869594 .html

2. FERHOGHOER > THILMERY A ORI TBZABRREE V2 —)
https://www.kokusen.go.jp/soudan_topics/data/adultsite.html

3. TUVIVIERDFOIZEIEFHFEEREPA)
https://www.ipa.go.jp/security/anshin/attention/2022/mgdayori20220706.html

4. EREFUT,ZIDEHEED PA)
https://www.ipa.go.jp/security/anshin/index.html
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AT SUY LD TICKBHE

1. SMSELFHIHE T BT AN—ZEHZHCEIBRDEREICDONT(EET)
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R05_kami_cyber_jousei.pdf

2.NUTS LRTLEZORERE (REEREHS)
https://meikoukyo.com/wp-content/uploads/2023/07/0bb9d9907568e832da8f400e529efc99. pdf

3. AUTFEA—SFNLICETHEREF L) T A KFRFZERITOVT(ELRAESH)
https://www.mlit.go.jp/kowan/kowan_mn2_000006.html

4. EEFIEDIUH LI TREEBEADORGKREDEMSE (B2 MASHI LTIV RT L)
https://contents.xj-storage.jp/xcontents/AS97180/fd524344/99b9/470f/90e6/a580932b7962/140120230620507046. pdf

5. BHY—/ADFETIERICETIRAEHEROSHRE (F3H) AU TLTAVRT L)
https://contents.xj-storage.jp/xcontents/AS97180/813d570f/5138/4bc7/a113/f4837598df38/140120230719524126.pdf

6. ERXBEVRATLNTILICESBAERICOVTOSMLE (TREFRRBAEGE>3—)
https://www.naracoop.or.jp/naranews/cat2/4628.html

7. BHORATLTIVUY LHE . BIROEEMRKITEDND - 7253—T (Security NEXT)
https://www.security-next.com/143034/

8. The No More Ransom Project(No More RansomZ Rz /k)
https://www.nomoreransom.org/

9. TAWERDARUA —EBEFIVII—k Ver .0 EFEFIFHEAT S -TALUOVIHRSE
https://digitalforensic.jp/higai-checksheet/

2 TSAF—r DB REERALEKE]

1. EABRREICETEEEVESMLE (TIIvrERRIERAS)
https://www.aflac.co.jp/news_pdf/2023011001.pdf

2. EANEHRAEICETIBERBLRICOVT(FTIZvIERRIRGKEXSH)
https://www.aflac.co.jp/news_pdf/20230710.pdf

3. AANERBEAVICETAEFEVETHE (Fa—)vERERH)
https://www.zurich.co.jp/customerdata/

4. AABHRREZAVICETZEMOEHSE (Fa—)vERKREH)
https://www.zurich.co.jp/aboutus/news/news/2023/0117/

5. RETVERIZES, BERBAVICETHEHLE EHFEV(LINEVYIT—X=1t)
https://www.lycorp.co.jp/ja/news/announcements/001002/

6. BESEDEABBRBAVICETE2EHoELEEFEV(JCOM #=4t)
https://newsreleases.jcom.co.jp/news/20231122_9239.html

7. TY2rH 7 EEIZ[IF1-SBOM (Software Bill of Materials) DBAIZET 2 F 312K ELEL-(BEFEEY)
https://www.meti.go.jp/press/2023/07/20230728004/20230728004.html

8. YAN—tFaTARBREHAFSAVLEXBEY—IL(BEEES)
https://www.meti.go.jp/policy/netsecurity/mng_guide.html

9. NMEBRRFICHEITBFHREX LT LDYTSAF—2-JURIHRIED O DHBREREFSIZ(REY M/ —tEF2)TrE245—)
https://www.nisc.go.jp/pdf/policy/general/risktaiou28.pdf

10. BERIEEEY A N\—EFa1)TAHARSAV (—REFEEABREHEIER)
https://www.jama.or.jp/operation/it/cyb_sec/cyb_sec_guideline.html

-3 RIMABRAREICKDIHEIRIBALN

1. NTTESHRRAVY 2—2a 0 XTRESN - TREH B IZLSEFEIFFROFERBICDOVTHEEFR) (NTTESHRZRYY 1—a0 Ik
=4t)
https://www.nttbizsol.jp/newsrelease/202312191400000982.html

2. BHITRESN TV =TIREHEDFEHITOVTINTTESRRY Y a—ar XX E4t)
https://www.nttbizsol.jp/newsrelease/202401311500000999.htmi

3. NTTERIEHRFAL . £ FE10005MHBTHRAA TikEH B (BAREFHE)
https://www.nikkei.com/article/DGXZQOUE07C0X0X01C23A1000000/

4, BHAREEORBIOVTWHMASHT—ILFI—RL—a)
https://worldcorp-jp.com/news/2023/20230915.html

5. ZRIT—4, EEIZURY BANFRIREEV THRE (B REFHRE)
https://www.nikkei.com/article/DGXZQOUE1421NOU3A910C2000000/

6. TMBAICTRET VLR, T—HHEIRLI-EELY BELTUOV-5B:&E (BB #HE)
https://www.asahi.com/articles/ASR1S4HC4R1SUTIL008.html

7. HBISHTERERER LA IS4 (IPA)
https://www.ipa.go.jp/security/guide/insider.html

8. IPANEWS Vol.64 (202341285 (IPA)
https://www.ipa.go.jp/about/ipanews/ipanews202312.html

9. EXMEEEEH (BFEEY)
https://www.meti.go.jp/policy/economy/chizai/chiteki/guideline/h31ts.pdf
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4 MR R LA BFBEROFGEU

1. RERRERFRBEXULHAER - BBEHADTRETVERIZESERREICOVTERREKRSF)
https://www.u-tokyo.ac.jp/focus/ja/press/z0109_00952.html

2. YAN—KEL BRAKEO/NRVIAVIZTFRET VX, B ANEH#R43004 5 H (TBS NEWS DIG)
https://newsdig.tbs.co.jp/articles/-/796546

BJAXAIZHAN—HE=FTET7/tX #HEREFT (BBEEED
https://sp.m.jiji.com/article/show/3109334

4IAXANDRET VR RIZDONTEESH TAHT= (piyolog)
https://piyolog.hatenadiary.jp/entry/2023/11/29/123934

54— YMERIZRESNEEITHT HYAN—KREIDNT~RuI—VEBREKEITTELELLS~ (IPA)
https://www.ipa.go.jp/security/security-alert/2023/alert20230801.html

6.TASM(Attack Surface Management) E AN A F X~ NN HIBEH KD IFHREAVCEHABOITEEZXKRLEE TS~ I1FMYFEL
HELI-(BHEXH)
https://www.meti.go.jp/press/2023/05/20230529001/20230529001.html

S HMEETOY S LOAMITEESKRE (E0T/HE) |
1. TSEYR)yhREINRAE - 17 TH4E VTR (Security NEXT)
https://www.security-next.com/150165
2. 4AALIRTWINRAR B> €O TAHELRE - &FMICEH% (Security NEXT)
https://www.security-next.com/148924
3. TIOS XE1DRA AL OTA1fi551% - JPCERT/CCHIEMW E £ 7R (Security NEXT)
https://www.security-next.com/150345

6 I FEBICKHBERFAVFDHE

1. TgmaillF A > % Tgmail LERER . 2EF B TEOOA R DEHRBALD BRERNIFYRILT VA —-FALY IO EFIZ (ITmedia
NEWS)
https://www.itmedia.co.jp/news/articles/2302/13/news085.html

2. AT —LTENERSEEREEIC - KERTIZS2=T1%% (Security NEXT)
https://www.security-next.com/151685

3. BAFHREELUSBAEDMESLURRITONT(RET)
https://www.city.amakusa.kumamoto.jp/kiji00311498/index.html

-7 GITHEFS X SR ERO A RIS B A

1. TApache ActiveMQI D fESBHENEMIZ - S LREIZEHERMD (Security NEXT)
https://www.security-next.com/150846

2. CVE-2023-46604: Apache ActiveMQ DERADEELN(GEYRETL - v Uk £4t)
https://www.rapid7.com/ja/about/japan-blog-and-news/etr-suspected-exploitation-of-apache-activemq-cve-2023-46604/

3. ActiveMQ®D ffE 5514 (CVE-2023-46604) & B LR v kDR FENZDLVT(NICTER Blog)
https://blog.nicter.jp/2023/12/cve-2023-46604/

4. Array Networks ZVPN##ES . 2B K BZORRIZ - BEIRRDRERE (Security NEXT)
https://www.security-next.com/149480

5. Array Networks Array AG ) —X Dfi 551 & BRI 2 E R DZME Y/ —HEFH BT 5 EMEE (— R4 HiZ AJPCERTO—T ¢
r—avti—)
https://www.jpcert.or.jp/at/2023/at230020.html

6. 13— YMERICHRBESN-EEITHTEFAN—HEBICONT~FRUbT— VBB RE(TERELELLS~ PA)
https://www.ipa.go.jp/security/security-alert/2023/alert20230801.html

7. Barracuda® A — )Lt ¥ )T B RIZHEEEMHE - I TIZERE (Security NEXT)
https://www.security-next.com/146475

8. Barracuda, [ESG7 I3/ 7 R I DM EFFUH 1T (Security NEXT)
https://www.security-next.com/146896

9. Barracuda # Email Security Gateway Appliance (ESG) D5 14#IZ DL T(CVE-2023-7102)(CVE-2023-7101) (IPA)
https://www.ipa.go.jp/security/security-alert/2023/alert20231225.html

10. Barracuda Email Security Gateway (ESG) M fi3514 (CVE-2023-2868) # B9 ki A I E BB I 23 B (— i3t EiE A
JPCERTaA—T1Rr—avtr4—)
https://www.jpcert.or.jp/at/2023/at230017.html

B RITE SR RA—LEERIC K DR HRWE

1. YAN—FREFA=T7T47 (J-CSIP):ERIKR[2023 & 4 A~6 AJ(PA)
https://www.ipa.go.jp/security/j-csip/ug65p9000000nkvm-att/fy23-q1-report.pdf
2. BEFRICKIEERHEZTOSHMOE HAESHR)— FT4—- I ) VI R)
https://pdf.irpocket.com/C7777/ZoWa/awjA/EOHM.pdf
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